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Inbound & Outbound Threats Today

Real cost of insider threats and unenforced security policy

v The cost of just one data breach can be staggering for an organization. Ponemon
Institute estimates ranges anywhere from US$1 million to US$58 million.*

v" Disclogsie rules make unenf email policymore costly — Date@ach N ation

Act o 1, Persogﬁzl Data Protection and % Accountability AgganfPerso ata

Privacspand Sec ct of 2011 alare Data & Content
Malware
2 5 E
Malware
Corporate Office Homegd866irces & DafePffee Shop Mobile User

Resdilfeed & Data

Email is a key
vector for data
loss/leakage

*Email Attacks: This Time It’s Personal, Cisco, June 2011,

www.cisco.com/en/US/prod/collateral/vpndevc/ps10128/ps10339/ps10354/targeted_attacks.pdf



Email User Evolution

Securing Email for the Evolving Workforce

THE ANYTIME, ANYWHERE

YESTERDAY’S EMAIL USER TODAY’S EMAIL USER

R, P —

Checked email only from
company issued workstations

Checks email from multiple devices

Expects email access
anytime, anywhere

Global

Text with attachment

Always accessed email from

behind the corporate firewall Blends work and play

Believes IT is ultimately
responsible for security

v~ 7 billion mobile devices

worldwide by 2015 Rich HTML email

Will violate IT policies

v 1in 3 employees uses at to get the job done

least 3 devices for work

Relies heavily on
Social Media




Anatomy of an Attack

Mobile and social email behavioral patterns that put organizations at risk

- Leaking data through outbound confidential email or
damaging reputation through outbound inappropriate email

- Breaching privacy by sending outbound sensitive email
unencrypted, including BYOD smartphones and other
mobile devices

- Being susceptible to inbound social engineering

Opening email from senders in their contacts list and social network
Viewing email from organizations and social media they know and trust
Clicking on email links for familiar resources they use regularly

From:

cBay <ebay@ebay.com>
eBay Change Password Confirmation
d) Y aBay cant thic maceaga to tectiog
“our ragictered name 12 included to chow this message oniginsted from s8ay.
eBay Change Password Confirmation
PayPal/eBay had | e
103 - | | . This is a courtesy notice to let you know that your eBay password has been changed. Mo response is needed.

-Bloomberg

Concerns...

v' Data
Leakage

v Privacy
Breach
v' Targeted

Attacks
and APTs

o to My eBay.

Please dont remove this number. eBay customer support may ask you for this number, if you should need assistance,




Data Leakage and Privacy Breach

Data loss of customer assets or other sensitive information through email

Internet
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SecureX: An integrated and holistic
network-based security architecture

Global and Local Threat Intelligence

Network Enforced Policy
Integrated Threat Protection

The Cisco Intelligent Network

Professional and Technical Services, Compliance, CVDs



Embedding Security into the infrastructure

SecureX offers comprehensive visibility and scalable control

Global and Local Threat Intelligence

Common Policy and Management

Network Enforced Policy




SecureX Solutions Framework

Distributed N | B ..
oo Threat Application Virtualization
Defense Visibility & Control & Cloud
& BYOD y
~_ Cisco Adaptive Adaptive % Adaptive
AnyConnect® Security Security (CX) Security
Web Security B Email | Web . Virtual Security
Appliance Security @ U SEel @ Gateway
Cloud Web Intrusion . :
Security Prevention @ Router Security ° :CL:C')%%?/N;::;?
@ WLAN Controller @ Router Security ‘ e VPN
@ Identity

W Services Engine

' Threat Intelligence: S I D Security Intelligence Operations l

Contextual Policy: '@ Identity Services Engine '@ TrustSec® [_1 Cisco Prime® NCS

Network: <+ Router €2 Switch = Appliance & Cloud @ Virtual

Services: #8 Cisco Advanced Services i Partner Shared Services

e HIPAA e SOX

Compliance: @ PCI 1.0/2.0




Security Intelligence Operations

Unmatched cloud-based global threat intelligence

24x7x365 $100M+ 600+
OPERATIONS SPENT IN DYNAMIC RESEARCH AND ENGINEERS, TECHNICIANS AND RESEARCHERS
DEVELOPMENT
40+ 80+
LANGUAGES PH.D.S, CCIE, CISSP, MSCE

=~ J¢)

ScanSafe IPS AnyConnect

, Visibility

Control

1.6M 35% 3to5 200+

GLOBAL SENSORS WORLDWIDE EMAIL TRAFFIC MINUTE UPDATES PARAMETERS TRACKED
/5TB 13B 5,500+ 70+
DATA RECEIVED PER DAY WEB REQUESTS IPS SIGNATURES PRODUCED PUBLICATIONS PRODUCED
150M+ 8M+

DEPLOYED ENDPOINTS RULES PER DAY



Cisco Email Security Products

Gartner
2012 Magic

Quadrant
Leader

Industry-leading, Best of Breed Email Protection at the Gateway

Cisco Email Security protects 50 percent of the Fortune 1000, more than 20 percent of the
world’s largest enterprises, and eight of the 10 largest ISPs — inbound and outbound

r

- DLP and Encryption

- Targeted attack / APT
defense with Cisco SIO

- Anti-Malware / Antivirus
« Qutbreak Filter

- Dedicated cloud infrastructure || * Mobile smartphone email
: encryption
+ Cloud capacity assurance

- Cloud availability guarantee * Anti-Spam | |
« Defense against emerging

IPv6 threats

EMAIL SECURITY
FAMILY OF

PRODUCTS

« Appropriately sized to plug

into your environment

« High performance
- Easy to install and manage

APPLIANCES




Gartner Magic Quadrant for Secure Email
Gateway, 2012

The Magic Quadrant is copyrighted 2012 by
Gartner, Inc. and is reused with permission. The ‘
Magic Quadrant is a graphical representation of a [ ] Cisco
marketplace at and for a specific time period. It ® Symantec
depicts Gartner’s analysis of how certain vendors i
measure against criteria for that marketplace, as F'I'D'Dfpﬂ-ll'l'l e
defined by Gartner. Gartner does not endorse any
vendor product or service depicted in the Magic & Microsoft
Quadrant, and does not advise technology users to Barracuda Metworks -

select only those vendors placed in the "Leaders” A ]
quadrant. The Magic Quadrant is intended solely Trend Micro
as a research tool, and is not meant to be a specific
guide to action. Gartner disclaims all warranties,
express or implied, with respect to this research,
including any warranties of merchantability or
fitness for a particular purpose.

challengers leaders
7 ™

Sophos o . Gﬂﬁnh. McAfes

o Mimecast
» Websense

Trustwave » " Clearswift

This Magic Quadrant graphic was published by
Gartner, Inc. as part of a larger research note and
should be evaluated in the context of the entire
report. The Gartner report is available upon request
from Cisco.

| ability to execute |

Dell , WatehGuard
Source: Magic Quadrant for Secure Fortinet . -
Email Gateways ,15 August 2012 by
Peter Firstbrook and Eric Ouellet . — - -
http://www.gartner.com/reprints/cisco- niche players vistanaries

v2-us-6?id=1-
h | completeness of vision
1BQXS7P&ct=120816&st=sb 1 p —p

As of August 2012

© 2012 Cisco and/or its affiliates. All rights reserved Cisco Confidential



Cisco Security Management Appliance

Reporting and Message Tracking for Cisco Email and Web Security Appliances

Centralized policy and runtime data in a single management interface, providing a central
platform for all reporting and auditing for Cisco Email and Web Security Appliances

CONSOLIDATED AND CUSTOM REPORTS

- Single view across
the organization

- Real Time insight
into email traffic
and security
threats

- Actionable drill
down reports

Overview

MULTIPLE DATA POINTS

18:00 22:00

Info... | Export..

Printable [POF) e —
Time Range: | Day v View Data for: | All Email Appliances AN D | —r .:' s =
26 Jan 2009 22:00 to 27 Jan 2009 22:47 (GMT -0800) Data in time range: 99,8 % complete 7= R -
o o = =

e

M stopped by Reputation Filtering
Stopped as Invalid Recipients 1.3% 109
Spam Detected 2.0% 176
B virus Detected 0.0% 0
Stopped by Content Filter 0.0% H
Total Threat Messages: | 98.9% 8,515
Claan Messages 1.1% 93
Total Attempted Messages: 8,608

Outgoing Mail Summar- ¥

0
[

Stopped by Content Filter 61.5% 8
Claan Messages 38.5% 5
Total Messages Processed: 13

Email Volumes
Spam Counters
Policy Violations
Virus Reports
Outgoing Email Data
Reputation Service
System Health View

Quarantines
[ —




Email & Web Security Form Factors

Flexible deployment from appliance to cloud — Leadership with Choice

Appliance Cloud Virtual

Award-Winning Dedicated Virtual Appliances
TeChn0|0gy Software-as-a- (on Vmware platform)
Service (SaaS)
Instances

Backed by Service Level Agreements



DLP/Compliance

Part of a comprehensive DLP solution with RSA — Accurate, Easy, Extensible

( N\ ( )

Email Security Data Loss Prevention

l Policies

Incidents

r

afren],
CISsCO

Email Uptime Risk Policy

Threat Prevention Definition

Incident
Management

Policy Enforcement




End-to-End Email Encryption

Cisco Registered Envelope Service turnkey email encryption

v The only cloud-based encryption key server flexible enough to meet the
evolving secure-communications requirements of businesses today

v Hosted key service Encryption key is

v' Uses federated identity stored in the cloud Integrated
gateway MTA to MTA
v Push technology with TLS enforced
intuitive policy . (o security with
management | | advanced end
v" We make encryption easy _ CRES to end
for end users — a key (Cisco Registered encryption to
adoption barrier Envelope Service) meet evolving
v" Supports SAML for customer
federated identity requirements

v Technology independent
— use your inbox or mail
server of choice



Cisco Business Class Email

Mobile Encryption on Smartphones — Send & Open Secure Email

For iPhone and Android

O

CRES

(Cisco Registered
Envelope Service)

\

\
|

Encrypting the email

F4pQT5xYLj30TUDR3f
Qrr79uMXCGt83ph9AS
KJIDL5K6rILTOIU46MW
0OS2cFXU8vPsGG6sYR

Executive

Username
Password

Accountant




Cisco Business Class Email
Forward/Reply Email Control

Cloud

. \’\

N

‘.\;(A

Executive



Cisco Business Class Email

Read Email Receipt
Email

CRES

A (Cisco Registered
| Envelope Service)

Q
€
4

- .
-

Username
Password

Executive Accountant




Cisco Business Class Email

Email Recall & Expiration

O

Y (Cisco Registered
‘ Envelope Service)

Username
Password

Executive Accountant




Cisco Security Intelligence Operations (SIO)

Leverage Cisco Security Intelligence Operations Zero-Day Architecture

- 35% of the world’s email traffic |
« 75 TB of web data per day

« 13 billion web requests

« 1.6 million deployed devices

« More than 150 million endpoints

Data & Content E
Malware fg\)j\
v S
Email ’| |< " @

JO
— N

Malware
Blocked




Targeted Attack Prevention Architecture

Cisco Email Security blocks with reputation, malware and outbreak filters

A
v

Reputation Filters Mam ns Outbreak Filt

Block 90% >99% Catch Rate
of Spam < 1/1M False Positives




Outbreak Filters in Action

Before

anl_ < 12:08 PM

http://www.threatlink.com/

All Inboxes (33) = 1 of 98 A

From: Friend

To:  paul@email.com

RE: Request for Review
June 24, 2011 11:46 AM @ Mark as Unread

:/Isecure-web.cisco.com/auth=X& URL=www.threatlink.com

Paul,

| forward my thesis to you for review.
Please open it and provide comments.

www.Personal Site.com/Thesis Draft.pdf

Hope alls well since Verizon:.

Best regards,
Friend

e EF O e [7



Cisco SIO - Cloud Security Enforcement

Identified: Targeted Attack

Content: Malware Payload
Vector: Emall
Action: Blocked

All Inboxes (33) . 1 of 98

From: Friend

To:

paul@email.com

RE: Request for Review
June 24, 2011 11:46 AM @ Mark as Unread

Paul,

| forward my thesis to you for review.
Please open it and provide comments.

www.Personal Site.com/Thesis Draft.pdf

Hope alls well since Verizon.

Best regards,
Friend




Cisco Outbreak Filters Defends against Targeted Attacks

- .

|

7N
ui__ AT&T = 11:46 AM I @J

¢

http://secure-web.cisco.com...

l

Web Images Places more v @

cISCO ‘ Cisco Security

Malware .
e requested web page
Pa.yl Oad Blocked has been blocked

http://www.threatlink.com

Cisco Email and Web Security protects your
organization’s network from malicious software.
Malware is designed to look like a legitimate email
or website which accesses your computer, hides
itself in your system, and damages files.




How to buy

Flexible deployment options with software bundles and a la carte options

Flexible Deployment

Appliances

right size to fit your needs select number of mailboxes, expand as you grow

1, 3, 5 yr — starting at 100 mailboxes monthly, quarterly, annual — starting at 500 mailboxes

500-999 to 100,000+

Software Subscription Bundles
INBOUND OUTBOUND

PREMIUM = INBOUND + OUTBOUND
f L e—————————————

A La Carte Software
Cloudmark Anti-Spam, Image Analyzer, McAfee Anti-Virus, Intelligent Multi-Scan

Service and Support




Summary

« Emalil threats have evolved beyond
blanket attacks

Targeted attacks / APTs, and new
vulnerabilities introduced by BYOD

» Avoid costly downtime, system
compromise and compliance breach

* Industry-leading protection of 50
percent of the Fortune 1000, more
than 20 percent of the world’s
largest enterprises, and eight of the
10 largest ISPs

« Outbound Protection —
comprehensive email DLP, BCE and
end-to-end CRES Encryption

* Inbound Defense — Outbreak Filters,
Leveraging SI10O, Anti-Malware, Anti-
Virus, Anti-Spam



